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AUDIT COMMITTEE
13 October 2025

INFORMATION GOVERNANCE PROGRAMME PROGRESS REPORT

SUMMARY REPORT

Purpose of the Report

1. TheSystemsand Information Governance Group (SIGG) is required to report six monthly tothe
Audit Committee on progress and planned developments of the information governance
programme.

Summary

2. Delivery of ourinformation governance programme has provided the assurance required to reduce
almost all of our informationrisks to an acceptable level.

3. Recent/Ongoingworkincludes:
(a) The Microsoft Office 365 Programme.
(b) Digital Darlington Strategy and Artificial Intelligence (Al).
(c) ICTworkplan.
(d) WebTeam work plan.
(e) Systemsand Process Teamwork plan.
(f) Information Governance Team Work Plan.

(g) Work to achieve ourtargetfor the completion of on-line mandatory information governance
training courses.

4, The area of highest priority inthe information governance programme is:
(a) Digital Darlington Strategy and Artificial Intelligence (Al).
Recommendation

5. Itisrecommended that progress onthe implementation of the Information Governance
Programme be noted.

Reasons

6. To provide the Audit Committee with astatus reportonthe delivery of the Council’s Information
Governance Programme.

Elizabeth Davison
Executive Director: Resources & Governance
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Lee Downey, Complaints & Information Governance Manager: Extension 5451

Background Papers

Council Plan

There is no specificrelevance to the strategy beyond areflection on the Council’s
governance arrangements.

Addressinginequalities

Thisreportis for informationto members and requires no decision. Therefore
there are no issuesinrelationto Addressinginequalities.

Tackling Climate Change

Thisreportis for information to members and requires no decision. Therefore
there are no issuesin relation to Carbon Impact and Climate Change.

Efficientand effective use of
resources

Implementation of effectiveinformation governance systems and procedures has
a positive impact on efficiency.

Health and Wellbeing

Thisreportis for information to membersand requires no decision. Therefore
there are no issuesinrelationto Healthand Well Being.

S17 Crime and Disorder

Thisreportis for information to members and requires no decision. Therefore
there are no issuesinrelationto Crime and Disorder.

Wards Affected All.

Groups Affected All.

Budgetand Policy Framework | Thisreportdoes not have a directimpact onthe Budgetand Policy Framework.
Key Decision Thisreport does not constitute a Key Decision.

Urgent Decision

Thisreport does not require an Urgent Decision.

Impact on Looked After
Children and Care Leavers

There is no specificimpact on Looked After Children and Care Leavers.
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Background

7.

Delivery of ourinformation governance programme has provided the assurance required to reduce
almost all of our informationrisks to an acceptable level. While thatis the case it must be
recognised that the data processing activities of the Council and the cybersecurity landscape
continually evolveand must be keptunderreview. The processesimplemented by the Council
include review mechanisms to ensure this takes place.

The Microsoft Office 365 Programme

8.

10.

11.

The Microsoft Office 365 Programme Team is comprised of the Systems Strategy and Development
Manager, the Complaints and Information Governance Manager, the ICT Solutions Architects and
the ICT Security and Assurance Team Leaderand the End User Engagement Team and reports to
SIGG. We have alsorecently recruited a Systems and Process Officer (SPO) who will assist the
above teamindriving the Microsoft Office 365 Programme forward.

Following the successful migration of services who volunteered to migrate to Microsoft 365, we
now have a significant number of teams who are fully operational through a Microsoft (MS) Teams
interface. However, there remains asignificant piece of work to do to and over the coming
months we intend to migrate the rest of the Council’s services to Microsoft 365.

In additionto the services now using MS Teams as their primary working area, there are several
Functional and Project Teams being used to conduct business across the Local Authority, including
with partners. We have recently decommissioned the secure file sharing system, Egress. We are
now providing that functionality via MS Teams, savingon license costs. We are also now working
with schools tolook at how we can better manage the review process for Education Health Care
Plansto make itless resource intensive and streamlinethe communication between partners

Itisvital all Council services are migrated to Microsoft 365, to enable officers to collaborate
remotely, workininnovative ways and utilise the plethora of applications within Microsoft 365to
improve productivity. The need to migrate services to Microsoft 365 is also becomingincreasingly
necessary from an information security perspective and as we continue to explore the use of
Microsoft Copilot, Microsoft’s Artificial Intelligence (Al) tool.

Digital Darlington Strategy and Artificial Intelligence (Al)

12.

13.

The Digital Darlington Strategy 2025-30 was approved by Cabineton 4 March 2025, and progress
with the strategyis reportedto the Systems and Information Governance Groups (SIGG) on a
quarterly basis. The strategyis based around 4 themes, with the web and systems updates
throughout this report demonstrating progress against some of these themes.

In relation to digital exclusion (theme 2), the Council has submitted an application to the
DepartmentforScience, Innovation & Technology’s (DSIT) Digital Innovation Fund. If successful,
the money will be used to provide various types of equipment, connectivity, training, and support
to local residents who are digital excluded forvarying reasons, and who typicallyhave lots of
interactions with the Council.
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14.

15.

16.

In relation to Maximising the benefits of existing ICT systems and explore, assess, and implement
emerging technologies (theme 4), we have established our Artificial Intelligence Strategy & Ethics
Group. The groupincludes people with expertise beyond corporate systems and data, and includes
representatives within-depth knowledge around human resources, communications, climate
change, equality & diversity, and finance. Three members of staff who are about to conclude their
apprenticeshipsinthe application of Al technologies within local government are also part of the
group. Collectively, the group providesthe right set of knowledge and skills to objectively assess Al
toolsbefore they are adopted by the Council, and duringitsinaugural meeting made
recommendations about the roll out of Microsoft CoPilottothe workforce. This has subsequently
been agreed by SIGG, withthe intention of it beingrolled out before Christmas.

The Council has concludedits role in testing an Al meeting transcription and summary toolcalled
Minute, which was produced by the Incubator for Artificial Intelligence (i.ai) and sits in Government
Digital Service (GDS) which is part of DSIT. Our involvementin this pilot has helped the Councilto
developitsthinking around Al technologies and the governance and trainingthatneedstobein
place for usto use it securely and effectively. Recognisingthatall Altools have theirlimitations,
our experience with Minute has been positive and, and has presented opportunities for some
Council activities to be conducted more efficiently. i.Alis still considering how to roll Minute out
more widely tothe local government sector but given that Darlington was one of only 25 local
authorities that were part of the pilot, the Council has been given permission to continue usingthe
tool and can increase the number of staff who can use it. Costsfor usingthe tool are still be
worked out by i.Al, but early indications suggest it will be far cheaperthan some alternative
commercial products.

Since the previous update to the Audit Committee, several services within the People directorate
have beentriallingacommercial Al meeting transcription and summary tool called Magic Notes.
Thisis differentto Minute as it has bespoke templates that meet the needs of specificstatutory
meetings which take place in different settings. Itisa productthatitincreasingly used by
children’s and adult social services across the country. Feedback from staff testingthe product has
been overwhelmingly positive so the trail has been extended to ensure the benefits are sufficiently
captured before adecisionis made aboutits continued use.

ICT work plan

17.

SIGG also oversees the Council’s ICT work programme, a summary of whichis containedinthe ICT
Strategy - Implementation Progress report to Audit Committee.

Web Team work plan

18.

19.

The upgraded version of darlington.gov.uk is now live and at feature parity apart from consultation
subscription emails which are awaiting patching, completing phase 1. Phase 2 which looks atthe
backendfeatures used by the Web Team for maintenance will startin 2026 once the nextlong
termsupportversion of Umbraco is available to develop against.

Work on the new Darlington Hippodrome website is now not expected to start until February 2026
as the designs have been delayed as the project has expandedtoawiderrefresh of the whole

branding.
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20.

21.

Phase 1 of the Early Years and Early Years Pupil Premium checker replacements for the new DfE
systemare now in useracceptance testing. Phase 2 forthe providerportal is expected tostartin
early October.

Preliminary scoping to handle the changes required to the website, bin reminderservices and
Street Scene Portal forfood waste collections have been completed. Development work s
scheduledtostartlate 2025/early 2026 for the April 2026 start.

Systems and Process Team work plan

22.

23.

24.

25.

26.

The Systems and Process Team are the custodians of the large corporate applications that
administerthe Council's business across Social Care, Education, Customer Services, all online
payments, Waste Management, Building Services, Street Cleansing, Planning, Anti-Social
Behaviour, Building Control, Trading Standards and Licensing. The work plan covers all major
upgradesto these systems (including the intensive testing regime needed to supportthis).

The team are workingin Adult Services to align the Transformation Team Programme with the
System Programme, a new program of works has been drawn up and we are working through each
item. Ongoingwork alsoincludes lookingatasystemto digitalise care records within the
reablementteamand Holicote. Grants have been received tofund 50% of the cost withinthe first
year. We are also carrying out research into portals which are available tothe service toenable
more streamlined delivery of services between us and 3™ parties.

Children’s Services work continues with the primary focus now being on the Families Firstreform
programme which is beingintroduced next year. The team are workingclosely with the
transformation programme manager and the relevant services toimplementanew, more
streamlined processes.

The Education systemis now part of a much wider programme that will see it wholly replacedin
2025. Stage one of the Education systemis now live alongsidetwo out of four portals — Admissions
and Establishment. The 3™ portal which will enable parentsto apply foran Education Health Care
Planfor theirchild was due to softlaunch with fourschool/nurseries in September 2024, however
thishas beendelayed due toasystemissue. The issues wereresolved and we entered into the
pilot with 4 education establishments, howeverthe officiallaunch due to be September 2025 has
been postponed again. Stage twowas due to commence in 2025, however, this has been
rescheduledto 2026 due to System Cre-designingtheirfinance module. Thisisanintegral part of
this stage and isyet to be released to customers, meaning there could be furtherdelays. Thisis
being monitored andfactoredin. School admission applications opened forthe third time using
the new system in September 2025 and saw a large influx of applications onits first day of opening.

The development of the Customer Strategy is supported by the Verint work programme (Verintis
the Councils CRM System) where forms are developed to allow aseamless digital interaction for
the customerand a safe and secure paymentoption. Additional services will continue to come on
board with an online form offering, thisis a project where we continue to work with those that
wantto offeran online form option as well as continuous promotion of existingformstoincrease a
higherdigital presence. Verintunderwent a majorupgrade in April which has brought us up to
date and inline with theirupgrade path.
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27.

Overthe coming months, we will be updating out mapping programme andtools, thisisalarge-
scale project which will see the Systems Team working with services to ensure the layers used are
updated and migrated overto the new platform successfully priorto us movingoverto the pro
version of the product.

Information Governance Team Work Plan

28.

29.

30.

31.

The Council’s Complaints and Information Governance Team/The Data Protection Officer continues
to provide advice to officers on arange of data protection and information rights matters and
ensuresinformationrights requests are handled in accordance with UK General Data Protection
Regulations (GDPR); The Data Protection Act 2018; The Freedom of Information Act 2000; and The
Environmental Information Regulations 2014.

The team manages all data breachesin compliance with UK GDPR. In collaboration with Xentrall,
regular phishing exercises have been conducted to help officersand Members become more
vigilantagainst phishing threats. Additionally, the team has delivered aseries of communications
to raise awareness of phishing scams and provide guidance on identifying suspicious activity. Most
recently, bespoke messages wereissued to officers and Members to enhance the Council’s overall
preparedness fora potential cyber-attack.

Since the lastreportto Audit Committee the team has also updated the Employees Guide to
Information Security and associated mandatory training toinclude asection on Phishingand in
preparation forthe roll out of Microsoft Copilot to the workforce. The updated versionistobe
approved by SIGG and rolled out to staff priorto making Microsoft Copilot more widely available.

The team has also advised ona number of contracts including, Homeswapper, CORE+ Access
Group — YOS, Services Provided by Durham County Council and Civica ModGov; a number of data
protectionimpact assessments (DPIAs) including, Department of Science, Industry and
Technology’s (DSIT) Minute Al and Microsoft Co-Pilot Al; and a number of data sharing agreements
including, Office of Health Improvements and Disparities —National Dental Epidemiology
Programme, Minute Aland North East Childrens Complex Care Diagnostic.

Training and awareness

32.

33.

34.

35.

36.

The revised table in Appendix 1showsthe position on 24 September 2025 regarding the
completion of the mandatory on-line information governance courses for Academy 10and where
applicable, non-ITusers. Completion rates of over 95% remains the Council’s target and
represents an acceptable level of take up which must be achieved.

The overall completion rate forthe Employee’s Guideto Information Security currently stands at
86%, an increase from 82% reported to April’s Audit Committee. This courseis subjecttoatwo
yearrenewal, the course is notapplicable to non-IT users.

In relation to the Social Media Module, completion rates currently stand at 82% overall, 91% for
Academy 10 users and 48% for non-1T users. This comparesto the 78% reported to April’s Audit
Committee.

In relation to the Data Protection Act (DPA) 2018, overall completion rates are at 82%, 90% for
Academy 10 usersand 52% for non-ITusers. Anincrease froma 78% overall completionrate,
reported to April’s Audit Committee.

While asignificant number of officers have undertaken this training previously, following the
introduction of two year expiry period to all three modules, they are now required to complete it
again. As notifications are senttothose officers who need to refresh theirtraining we anticipatea
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continued upturnin completion rates. Thisisdone directly via reminder e-mails sent from
Academy 10 and the weekly staff Briefing. With regardsto completionratesfornon-ITusers, the
simplified tool box talk style modules are still being used for Social Media and Data Protection.
These modules are also subjecttothe 2 year renewals, but have been designed for managersto be
able to deliverthe sessions faster, while stillimparting all the key information with reinforced
learning atthe end of the sessions. We will continue to promote the use of Academy 10 in these
areas.

Conclusion

37. The Council’sinformation governance programme continuesto address emergingissues, support
compliance with data protection legislation and manage the Council’s information risks.

Outcome of Consultation

38. No formal consultation was undertaken in production of this report.
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Appendix 1

% Completion Rate

Employee Guide

Staff to Information
24f09/2025 included | Security not
applicable to Social Media | Data Protection

hard copy Wersion 3 2018
Cuuncll Total
_‘-‘--
Academy 10 Total 1748
Hard Copy Total 454 Nm a8 52
Darlington Partnership 3 100 100 100
Economy & Public Protection
Environment, Highways and Community Services
Culture & Heritage Total 167 79 62 62
Culture & Heritage 140 7% 74 74
Culture & Heritage (Hard copy) 27 MSA 0 0
Environmental Services & Community Safe Total 277 84 58 71
Envircnmental Services & Community Safe 79 B34 g2 87
Envircnmental Services & Community Safe (Hard 198 NyA 45 B5
Highways & Capital Projects Total 210 93 74 74
Highways & Capital Projects 129 83 27 24
Highways & Capital Projects (Hard copy) 81 MJA 53 57
Leisure Total 221 94 70 58
Leisure 73 g4 92 90
Leisure (Hard cop 148 MN/A 59 42
People Group 787 81 91 89
Adult Social Care 210 B8 35 a0
Children's Services 318 Bb ] Bb
Commissioning Performance&Transformation 105 91 98 35
Education 138 76 24 827
Public Health 16 a8 10:0 94
Resources & Governance 458 94 97 98
chnus-ingr and Revenues 282 06 o8 o8
Law & Governance 74 Bb 95 95
Resources 65 a5 g8 100
Strategy Performance and Communications 36 92 100 100




